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Introduction

The method of handling classified correspondence in Poland was standardized
throughout all government institutes and plants, Individual establishments,
however, might vary in their application of the standard procedures. The
account given below applies to the situation as it existed in the Industrial
Institute of Telecommmnications (Przemyslowy Instytut Telekomunikacji - PIT),
&t its headquarters in Warsaw, 30 Poligonowa Street, ahd its Gdansk branch,
from November 1955 to 3 May 1957.

Until November 1955, PIT had only a laboratory (Z-224) in Gdansk, so there was
no need for a classified office. At that time, when the laboratory was
organized into a Gdansk branch office and was separated from the facilities of
Gdansk Technical University, the need for a classified office became apparent.
One was therefore established, soon after the move in spring 1956. It handled
everything concerned with internal administration of classified matters. It
was subordinate to the director, but was directed by an operational security
board, which usually appointed, or at least confirmed the appointments of, all
personnel working in it. | ]
the classified office was directed by a technical draftsman named Irena
Markowska, whose work in the office took precedence over her drafting work.
The security board in Gdansk had no obJjections to her appointment.

The Gdansk branch of PIT occupied rooms on the first floor of a new office
building at 30 Przyokopewa Street, which belonged to the Project Office of the
Construction Industry, Prozamet. All windows facing the outside were barred,
even in toilets and washrooms. The branch had its workshops and laboratories
in the right wing and its ordinary and classified offices in the left wing.
The rooms opening onto the entire right corridor, from end to end, had sliding
security doors, barred and closed with patent padlocks. -Each day after working
hours, all quarters had to be closed and sealed. The keys were hung on a
numbered keyboard in the ordinary office. When the secretary in this office
left, she locked the door of her office and turned the key over to the porter;
1t was not specially secured,

The classified office, in addition to its barred windows, had doors covered with
steel sheeting and equipped with Yale locks. Equipment in this office included
a safe or steel locker with a patent lock, equipment for sealing envelopes with
wax, an incinerator, foam fire extinguishers, sacks for documents, and the
necessary office furniture. There should also have been a typewriter, but the
classified office used the only one kept by the Gdansk branch for general use.
The key to the safe or steel locker always remained on the person of the office
security worker, who was a woman. A duplicate key, for use in case of fire,

was kept with the key to the classified office in an envelope in the Prozamet
classified office.

The branch classified office had only one doorway leading into the ordinary
office space, Doors to the corridor were made of steel bars. The key to

the classified office was not kept on the general keyboard, but was secured in
a special bag, made of strong canvas, with a special seal, The building porter,
a Prozamet employee, kept this bag, with the key to the Prozamet classified
office, in a strongbox in the drawer of his table. A duplicate key to the
Gdansk branch classified offlce, as well as that of the classified office safe,
was kept in a sealed envelope in the Prozamet classified office.
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6. To secure doors, every director of a workshop or laboratory received a special
stamp with a serial number, issued by the PIT in Warsaw against a special
recelpt retained in the classified office. The official had to carry the
stamp on his person at all times. If he lost it, the classified office in
arsaw and security board had to be notified at once, | | 50X1-HUM
| The stamps were cast
by the government mint in Warsaw and were basically bronze, but
some of aluminum; letters and numbers were engraved. The face contained a
large minted number and the following:

FIGURE 1

Minted number, pro-

Name of Institute bably order number
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J] 20mm o (@
<
a N
Stamp Number Steel Ring lSmms -

Stamps issued te PIT headquartefs in Warsaw bere stamp numbers frem 10 teo 19,
those issued to the Wreclaw branch bore numbers from 20 to 29, and these 50X1-HUM
issued to the Gdansk branch bore numbers frem 30 to 39. |

{ |The stamp depicted above, with

stamp humber 37 and minted number 2452, is the one actually used at the
Gdansk branch,

7+ There were no specilal instructions for sealing doors; several methods were

used. The method used in the PIT Gdansk branch was based on a safety pin and
a bottle cap:

N

50X1-HUM

FIGURE 2
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8. Another method for sealing doors used a plastic seal that was imprinted with
the stamp described above.
FIGURE 3

Screw eyes

Plastic with imprint of stamp

[
Molding “

Security Regulations

9. Security regulations were contained in a book[ ‘ 50X1-HUM
published by the Ministry of National Defense (MON).| This book had brown
leather covers, about 120 pages, and a yellowish-tan| bindi
‘ | It contained definitions
of security terms, methods of conducting classified activities, and samples of

forms. There were many changes | |that had been made by
pasting in slips of paper containing new text. 1 }7 S0X1-HUM

In cases of uncertainty concerning security regulations, the
Gdansk branch was guided by the system used by the central offices of PIT in
Warsaw,

Preparation of Classified Correspondence

10, Classified material included:

a. Anything connected with the defense of the country, hence all military
matters, and all scientific research designated for use by the military.

50X1-HUM
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¢. All matters concerning personnel engaged in classified activities.
d. The structure and organization of institutes carrying on classified work.

e. All instructions relating to handling of security matters, methods of
transmitting classified mail, physical security procedures, etc.

All correspondence concerned with the types of material listed above was
classified, It was typed with ribbons that were retained by the classified
office and were not used for other correspondence. The drafts as well as
the used ribbons and carbons were burned by the classified office, and their
destruction was recorded in special registers. These registers, which were
kept in longhand, contained the serial numbers of the items destroyed, the
dates of destruction, and the signatures of an employee of the classified
office and the director. The form for these registers was A5 oblong. They
were unclassified, but were obtained from the security board and kept in a
steel locker or safe along with classified documents. } ‘

All classified correspondence was registered in longhand in a journal

under an official stamp of the institute and assisned a lournal sarisl numhanr

The following is a format for a secret letter. The top and center of such a
letter were stamped with the word SECRET.

Industrial Institute of Telecommunications Gdansk (Date)
Gdansk Branch

#30 Przyokopewa Street

Control Number PO . cieeensoaccoccanannasas

900000080000 s00000c0 s s

SubJoct:.‘................,............................................

(Contents)

#0000 000000000000 00000000000006000000000600000006000060808c000600sscasssae

S S0 00000000000000000000000080000000000006000000ebecsesoscosscsscssss

Prepared in copies on pages

COPY #l.ivionneceonnonsoasnes Signature
COPY #24eetuecuosoccacnonnnne (Stamp of the Office
ceesecesesesessostsoacenssene Director)

Originator..ccceececococorees
TyPed b¥eseseeoscocscecocncos

The information in the lower-left-hand corner of such a letter included the
destination of every copy and the name of every person who participated in
its preparation.

The classified correspondence was then put into an envelope, sealed, and sewn
up. Wax seals were placed on the corners and in the center of the envelope,
The Journal number and a secret stamp were put on the envelope, but not the
address. This envelope was then put in another envelope of the same size, so
the edges of the first envelope had to be felded. The outer envelepe was
addressed in a normal manner, and the journal entry number was placed in the
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left corner. A rubber stamp (Figure 5) which indicated the institute
originating the correspondence was stamped on the sealed edge. Such a stamp
could be ordered only through the security board. The stamp was then sewn
twice crossways with a needle and thread, which was tied in a knot.

FIGURE 4 FIGURE 5
N\ N
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N AL
N
,
|vN = 'aa\\
3 17

Inner envelope

Classified or Special Mail

The Gdansk branch of PIT carried on confidential correspondence with the
central office in Warsaw and with the military forces. There was a special
postal service operated by the security board for classified documents and
packages, The classified items were hand-carried by an employee of the
classified office to the security board, where he cbtained a receipt for
them. When classified material arrived at an institute, the director was
notified by telephone and an employee was sent to the security board to pick
it up. It would then be given directly to the director, who opened it,
personally acquainted himself with its comtents, and-then turned it over to
the classified office for registration and retention. The director also had
to verify that there was no evidence of tampering on the incoming mail, It
normally took three days for correspondence to go from Gdansk to Warsaw
through the special post. The security branch submitted detailed monthly
accountings of classified mail,

Hand-Carried Classified Correspondence

In instances where speed was necessary, it was permissible to send classified
documents by courier or to hand-carry them. The person entrusted with this
Job had to be a trustworthy employee of the institute, The documents were
packed and registered as if they were being sent by the regular classified
mail. The individual sending them filled out a special form in an original
and one carbon copy. The original was sent with the document and the carbon
copy remained in the classified office of the institute originating it. The
carbon copy was signed by the courier who assumed responsibility for the
document. The document had to remain on his person until he delivered it to
the classified office of the addressee. This classified office of the
addressee signed the form accompanying the document and returned it to the
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courier. Upon returning to the originating institute, the courier gave this
receipted form to the classified office. All employees, even directors, had
to follow this procedure, . .

Controls on Material Pertaining to Classified Documents

When it was necessary to make classified sketches or tecimical drawings on
Technical Form A4 or on larger forms prepared by the classified office, each
sheet had to be stamped in the upper left-hand cormer with the seal described
in Figure 5, which contained a serial number and the signature of an employee
of the classified office., After the drawing was completed it was stamped
Secret and registered in the appropriate register. All notes, markings s
drafts, and sketches pertaiming to classified documerrts were kept in a specilal
book that contained graph paper (Form A4), All the pages were numbered on
the edge and at two places at the top, punched, and bound with a cord. The
ends of this cord were glued and sealed inside the cover with wax and
imprinted with the seal of the classified office. Beneath this seal the num~
ber of pages in the book was indicated, along with the signature.of am:employee

of the classified office and the date.

Cord

Wax seal

Text and signa-
ture along with
date

These books were distributed each morning and returned to the classified
office at the end of the day. They were accounted for with a system of
receipts, They were identified by the name of the user and could not be
given to anyone else without the permission of the director of the institute.
If a technical sketch had to remain on the drafting board overnight, it was
covered with a non-transparent material and sealed. In the Gdansk branch no
sketches larger than Form A3 were used so nothing remained outside the
classified office overnight, except for measuring instruments and laboratory
equipment.
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Registration of Unclassified Correspondence

All incoming and outgoing correspondence was registered in the "daily
Journal." This correspondence journal was slightly larger than Form A4 and
was bound in hard covers. Each journal contained more than 100 pages and
was used for one year. The even-numbered pages were used for incoming
correspondence and the odd-numbered were used for outgoing. The incoming
correspondence was registered on the same level of the page as the outgoing
correspondence dealing with the same subject, The serial number, journal
number of the register from which it was received, date written,- subject,
and addressee were all included. The serial number for the ovutgoing
correspondence was the same as the journal number on the envelope. This
correspondence was punched, sewn together, and sealed with a wax seal as
described in Figure 6.
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